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THE VISIBILITY AND CONTROL YOU NEED
Identity has emerged as the most consequential attack 
vector today, with 63 percent of data breaches involving 
compromised identities.1 At the same time that identity 
attacks are on the rise, protecting against them is getting 
harder. The network perimeter is eroding due to the growth 
of cloud applications and dramatic increase in the use of 
mobile technology—trends that empower organizations to 
thrive and grow their business, yet also leave them more 
vulnerable. In this evolving threat environment, only an 
advanced multi-factor authentication solution can provide 
the visibility and control needed to identify potential risks 
and mitigate them before they cause trouble. 

63%
of data breaches involve 
compromised identities1

1 2016 Verizon Data Breach Investigations Report
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81.9%
of networks are compromised 

by attackers in minutes.1 

67.8%
of data exfiltration 
occurred in days.1

63.0%
of confirmed data 
breaches involved 

leveraging weak/default/
stolen passwords.1

SIGNS OF TROUBLE AHEAD

1 2016 Verizon Data Breach Investigations Report
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Yesterday’s controllable, enforceable perimeter has been pushed 
past the breaking point by today’s widespread migration to SaaS 
applications, growing and dynamic population of users, increasing 
reliance on smart devices to access data and applications (both 
on-premises and in the cloud), and the rapid rise of the Internet of 
Things, where the proliferation of smart connected devices opens 
up more points of attack than ever before. 

As you face so many new requests from employees, partners, 
vendors and customers for access to systems and information:

●● How do you know when a request is legitimate? 

●● Where is the assurance that the person requesting access is 
who they say they are? 

●● How can you be absolutely sure? 

Unfortunately, traditional authentication solutions are ill equipped 
to effectively tackle the access complexities in this new world 
without boundaries. 

REASSERT CONTROL
You need a new approach to authentication that’s up to the 
challenge, one that makes it possible to:  

●● Deliver access quickly to your user population in a way that is 
both convenient and secure.

●● Rebuild trust frameworks for mobile access including personal 
and unmanaged devices.

●● Provide appropriate access to any resource—whether cloud-
based or on premises.

●● Leverage contextual awareness to gain identity assurance.

THE DISRUPTED PERIMETER
Access Blind Spot #1:



RSA Ebook: Eliminating Access Blind Spots in Today’s Modern Enterprise 5

ISLANDS OF IDENTITY
The modern enterprise has moved beyond the traditional on-premises data center to 
leveraging public clouds, private clouds and hybrid clouds for its workloads as well as 
leveraging a variety of SaaS applications. While SaaS applications have helped business 
agility with new services that are just a click away, they can be invisible many times to your 
identity and overall security infrastructure. All of these silos of identity information across 
resources and applications in various locations are what we call “islands of identity.” 
These islands of identity have become 
increasingly difficult to manage and, more 
importantly, have made it more and more 
difficult for users to access what they 
need in order do their jobs. As users travel 
from application to application (or island 
to island), the way in which they access 
applications and information is different and 
comes with varying policies and processes 
for gaining access. 

Faced with the prospect of having to 
manage a growing number of passwords 
with varying degrees of complexity, users 
are likely to resort to using the same 
password for everything—which puts 
security at risk giving a hacker the keys 
to the kingdom if they are successful at 
cracking the code for one entry point.  

Datacenter

Corporate Network

Cloud

Privileged Access
(PAM)

Desktop/Laptop

Desktop/Laptop

VPN

Web

SaaS/PaaS

Mobile Apps

WAM

Access Blind Spot #2:
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MAXIMIZE VISIBILITY

The solution to regaining control over and visibility into all of your islands of identity 
information lies in an approach to authentication that helps you to: 

●● Eliminate the gaps in 
visibility and control 
and reassert centralized 
management of identity 
information.

●● Save users from drowning 
in a sea of username/
password credentials for 
each application.  

●● Eliminate the risks posed 
by orphaned accounts and 
mismanaged privileged-
user accounts. 

●● Prevent account hijacking 
due to sharing accounts 
and credentials.
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DYNAMIC USER POPULATION 
There was a time when “remote users” were full-time employees—and almost always 
employees who were either IT pros or select road warriors. Those days are over. The 
new norm is an increasingly mobile, dynamic user population consisting of employees, 
consultants, business partners, customers, and customers of customers. 
The very existence of this growing population raises many access-
related challenges: Once a user is approved, how does IT provide 
them with the right access, given the situation? Are the users in 
the office, on the corporate Wi-Fi network? Or are they working 
from home? Perhaps they’re in a strange city, attending a trade 
show—does IT provide them the same access as they would 
have if they were in the office? Each situation will pose different 
security challenges. 

At the same time, this new class of users creates user experience 
challenges. Accustomed to consumer-grade applications and 
the ease of use that comes with them, they expect the same 
experience from their work systems and applications.  

PROCEED WITH CAUTION
You need an authentication strategy and solution that can 
effectively manage access for this growing user base and that will 
allow you to instantly assess access requests so that you can:  

●● Neutralize the insider threat from semi-permanent  
or contracted employees who may not have been  
vetted thoroughly.

●● Counter inadequate security practices used by partners  
and consultants who have been granted access to  
corporate networks.

●● Make security seamless by offering flexible, convenient 
authentication options to the users that best suit their  
needs and environment.

●● Be sure your users are who they say they are by  
adding risk-based and contextual intelligence to the 
authentication process.

Access Blind Spot #3:
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CAUSE FOR CAUTION

2/3
aren’t confident they can 

control access across these 
“new users”

51%
of respondents say 

“expansion of the user base” 
is their #1 security concern2

2 Source: IDG Research, October 2016
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ELIMINATE ACCESS BLIND SPOTS WITH 
IDENTITY ASSURANCE

You need more than traditional identity and access management to see today’s identity 
attacks coming—you need identity assurance. Identity assurance changes the game.  
It balances the risk and context associated with each user’s actions with the assurance 
that they are, in fact, who they say they are. 
You’ll find identity assurance in a modern authentication solution that meets the following six criteria. Rely on it to provide users  
with convenient and secure access options that are easy to implement yet still provide IT with the necessary governance and  
management capabilities. 



RSA Ebook: Eliminating Access Blind Spots in Today’s Modern Enterprise 10

SIX CRITERIA FOR IDENTITY ASSURANCE

Risk and context aware
Using risk analytics and context-based 
awareness enables seamless, robust 
authentication based on proximity, device, 
location and behavior. Look for a solution 
that collects and correlates contextual 
clues—then steps up to multi-factor 
authentication when the confidence level 
warrants it.  

Centralized visibility and control across 
islands of identity

The best solutions work across all 
applications and for all users interacting 
with your business. Find an authentication 
solution that can be used for your 
on-premises resources, web-based 
applications and SaaS applications. 

User-oriented experience
Make security seamless at the point of 
entry and make it a natural, intuitive 
step in a user’s daily activity, keeping 
productivity high while continually 
protecting against new threats. Modern 
authentication solutions integrate 
consumer-level convenience with 
enterprise-grade security.

Flexible authentication options
Look for a breadth of authentication 
methods—from push notification to 
biometric authentication to hard and soft 
tokens—to meet each of your particular 
user requirements and preferences.

Business-driven approach
Make it easy for the business to effectively 
participate in the security process; seek 
out a solution that communicates critical 
security information in a way that’s easy to 
understand and clearly demonstrates the 
business value of your identity and access 
strategy to your executives and the board.  

Continuous assurance
Risky or unlikely access scenarios should 
trigger additional authentication or 
controls. Find a solution that leverages 
risk analytics and contextual awareness 
to automatically step up authentication 
requirements for your dynamic, mobile 
user population only when needed. 
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REIMAGINE YOUR IDENTITY STRATEGY WITH 
RSA SECURID® ACCESS
RSA SecurID Access is a market-leading multi-factor authentication solution that 
delivers convenient and secure access for any user, from anywhere, to anything and 
provides the ultimate in identity assurance. 
With RSA SecurID Access, organizations can: 

●● Apply the same highly-secure access levels for SaaS and mobile 
apps that are already provided for on-premises applications.

●● Enable users to confidently access applications from any device 
located inside or outside the network, while sensitive user 
credentials stay safe on-premises.

●● Provide user-friendly step-up authentication options from the 
user’s own mobile device.

●● Govern access using context sensitivity policies that look at 
application type, location of user and more.

●● Speed user access to applications with a frictionless user 
experience and convenient authentication methods including 
push notification over mobile, biometric authentication, and soft 
or hard tokens— easy, convenient authentication enables the 
business to get more done.
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RSA DELIVERS SECURE ACCESS IN A WORLD 
WITHOUT BOUNDARIES
RSA SecurID Access
RSA SecurID Access, the world’s most widely deployed multi-factor 
authentication solution, incorporates the award-winning RSA 
SecurID multi-factor authentication technology that has protected 
organizations’ internal applications for decades. With a reach that 
extends into on-premises, web, mobile and cloud applications, 
the RSA SecurID Access solution allows you to set a single access 
policy and have visibility across your enterprise into who is 
accessing what. 

RSA SecurID Suite
RSA SecurID Access is part of the RSA SecurID Suite, the only 
identity and access management solution that meets the dynamic 
access needs of today’s modern workforce. The RSA SecurID 
Suite offers a comprehensive set of capabilities including access 
management, authentication, risk analytics, identity governance 
and lifecycle management. The RSA SecurID Suite helps solve two 
fundamental challenges for your organization: Are users who they 
say they are, and do they have the right level of access?
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ABOUT RSA 
RSA® offers Business-Driven Security™ solutions that uniquely link business context with security incidents to help organizations 
manage risk and protect what matters most. RSA solutions are designed to effectively detect and respond to advanced attacks; manage 
user identities and access; and reduce business risk, fraud and cybercrime. RSA protects millions of users around the world and helps 
more than 90 percent of Fortune 500 companies thrive in an uncertain, high-risk world. For more information, go to rsa.com/IAM.
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