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Executive Summary
The new European General Data Protection Regulation (GDPR) is arguably 
the most dramatic change in data privacy and governance of the last 
20 years. GDPR goes into effect in May 2018, and all global companies 
must transform their data handling practices to comply with the new 
requirements. They must assess the effect of GDPR on their business 
models and overcome challenges with a tight, pending deadline. 

Approaches to GDPR vary. While firms in highly regulated sectors, such 
as financial services and healthcare, might approach their compliance 
strategy focusing on the impact on sophisticated data processing 
activities often involving third parties, organizations with linear and 
limited data handling practices start their compliance journeys from the 
definition of the appropriate organizational design. 

In September 2017, RSA commissioned Forrester Consulting to 
evaluate GDPR compliance across four key pillars, including breach 
response, compliance program management, data governance, and 
risk management. Forrester conducted an online survey with 331 
respondents with authority over GDPR and compliance needs for their 
organizations to explore this topic. 

KEY FINDINGS

 › GDPR compliance is viewed as an IT issue. Many firms have put 
their technology teams in charge of GDPR compliance. For example, 
our study shows that more than half of companies report the CIO is the 
final decision maker, while an additional 35% report the CIO is a key 
contributor. While companies recognize that challenges to compliance 
go beyond IT, they prioritize improving their tech capabilities, such as 
technical security tools and data protection tools. 

 › Companies must prioritize. While the level of confidence about their 
ability to identify personal data assets varies, firms agree that GDPR 
gap analysis and improving their technical capabilities across the four 
main areas of requirements — breach response, compliance program 
management, data governance, and risk management — are priorities.

 › Half of companies find multiple GDPR requirements challenging. 
Across the four pillars of GDPR requirements — breach response, 
compliance program management, data governance, and risk 
management — there’s a level of agreement that most of these 
requirements will be challenging.

 › GDPR compliance has business advantages. Firms that implement 
a comprehensive approach to GDPR expect to achieve a number of 
business benefits beyond compliance. Our study reveals that, as a 
result of work aimed at GDPR compliance, 53% of companies expect 
improved customer experience (CX), while 47% and 45% expect to 
improve their data strategy and privacy policy management respectively.

Half of companies 
expect GDPR 
compliance to 
improve customer 
experience.

1  |  Fact Or Fiction: The State Of GDPR Compliance 



Figure 1

Base: 331 managers with authority over GDPR and compliance needs in global 
organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, 
October 2017

“Which of the following statements best describes the current state of 
GDPR compliance operations in your organization?”

42%
It is driven by
a small team
of managers 
and directors

6%
We are delegating out to 
individual business units

13%
It is driven by our legal 
counsel, and we approach 
DPR mainly as a legal issue

18%
We have an advanced security
and risk program driven by a
data protection of�cer

21%
We have an established security and risk
program driven by a chief Information
security of�cer or chief risk of�cer

Only 18% have an 
advanced security 
and risk program 
driven by a data 
protection officer.
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GDPR Work Is Underway
As companies prepare for GDPR requirements, 75% are building out a 
network of individuals responsible for implementing GDPR across the 
organization. Establishing a team responsible for compliance as well as the 
type of members of this team has an impact on how quickly organizations 
will be able to achieve compliance. In surveying more than 300 companies in 
the US and Europe, we found that:

 › Small teams of managers and directors drive GDPR compliance 
operations. For many firms (42%), GDPR compliance is driven by 
small teams of managers and directors. One-fifth of companies have 
established a security and risk program driven by a chief information 
security officer (CISO) or chief risk officer, and 13% report their GDPR 
compliance operations are driven by the company’s legal counsel. Only 
18% have an advanced security and risk program driven by a data 
protection officer (see Figure 1).

 › However, companies view GDPR compliance as an IT issue. More 
than half of companies report the CIO is the final decision maker, owning 
the entire GDPR process, and an additional 35% report the CIO is a key 
contributor. As a result, there’s a reliance on technology adoption and 
implementation to advance GDPR initiatives and compliance (see Figure 2).

 › Chief data protection officers (CDPOs) can broaden GDPR 
compliance strategies past technology solutions. While less than half 
of companies have named a chief data protection officer, those that have 
are far more likely to already be GDPR-compliant today (see Figure 3).



Forty-six percent 
of companies 
that are currently 
fully compliant 
have a chief data 
protection officer 
responsible for 
informing and 
advising the 
organization of their 
GDPR obligations.

Figure 2

Base: 331 managers with authority over GDPR and compliance needs in global organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017

“How involved are the following teams in driving your organization toward GDPR compliance?”

CIO 53% 35%

41% 44%

Legal 

Infrastructure and operations 

Privacy 

Procurement/third-party vendor management 

Customer experience  

Marketing and other business units  

39% 42%

36% 38%

34% 48%

33% 42%

29% 47%

Human resources 15% 21%

Final decision maker, owns the 
entire process and is highly involved

Key contributor, has signi�cant
involvement in driving the process

Figure 3: Chief Data Protection Officers Drive GDPR Compliance

Base: 331 managers with authority over GDPR and compliance needs in global 
organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, 
October 2017

“What is your organization’s timeline for achieving full GDPR compliance 
across the following requirements?  (Percent represent Fully Compliant)”

Yes, we've named a chief data protection of�cer (N = 152)

We plan to name a CDPO or have no plans to name a CDPO (N = 178)

Breach response
50%

23%

Compliance program management 
48%

27%

Risk management
46%

21%

Data governance
39%

29%

3  |  Fact Or Fiction: The State Of GDPR Compliance 



4 

 › GDPR is a multidimensional business issue and confidence is 
higher around technology compared with processes and policy. 
The focus on technology solutions may ultimately challenge reaching 
full compliance. Just over half of firms feel very confident about the 
technologies they have in place to comply with GPDR requirements. 
However, only 43% feel very confident about their organization’s 
processes, and only 39% feel very confident about the company 
policies that are in place (see Figure 4).

 › The majority of companies expect to be compliant by the May 
2018 deadline. As of fall of 2017, approximately a third of companies 
are compliant with each of the major components of GDPR, 
including breach response, compliance program management, data 
governance, and risk management. Looking toward the deadline 
of May 2018, 68% of respondents are working on compliance with 
risk management requirements, while 63% are working toward 
compliance with program management requirements (see Figure 5).

Percent of those “very confident” about what the company has in place to comply with GDPR requirements

53% Technologies 

43% Processes

39% Policies 

Figure 4

Base: 331 managers with authority over GDPR and compliance needs in global organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017



Figure 5: Progress On GDPR Compliance Requirements

Base: 331 managers with authority over GDPR and compliance needs in global organizations 
Note: Percentages may not total 100 because of rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017

“Which of the following best describes your organization’s progress on each of the following GDPR compliance 
requirements?”

Fully compliant today
Fully compliant 
by May 2018

Fully compliant
within 18 months

Partially compliant
within 18 months

Breach response 35% 31% 21% 11%

Data breach noti�cation 44% 27% 21% 6%

Security operations/system monitoring 34% 32% 27% 5%

Technical security (network, application, logs, etc.) 34% 39% 18% 8%

Incident response testing 33% 35% 22% 9%

Incident response  30% 37% 21% 10%

Compliance program management 37% 30% 24% 8%

Establishing your compliance strategy  35% 30% 25% 9%

Write/set policies 33% 32% 24% 10%

Third-party management 32% 35% 22% 9%

Documenting risk mitigation strategies 32% 31% 26% 8%

Record keeping of data processing activities (Art. 30)  28% 42% 22% 6%

Execute the compliance program (testing, assessment, etc.) 28% 37% 26% 7%

Data governance 34% 31% 25% 10%

Internal access to personal data 38% 35% 18% 8%

Data protection 38% 33% 23% 5%

Data collection 35% 35% 20% 8%

Third-party data sharing 34% 35% 22% 7%

Data processing 31% 36% 25% 7%

Data subject access and inquiry  31% 35% 26% 7%

Data deletion and portability 29% 40% 23% 7%

Risk management 32% 35% 23% 8%

Privacy by default 35% 32% 23% 8%

GDPR gap analysis 35% 40% 18% 6%

Data protection impact assessment (DPIA) 35% 37% 21% 6%

Privacy by design 31% 37% 22% 7%
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The Journey To GDPR Compliance Is 
Challenging
Companies expect challenges as they move down the path toward 
GDPR compliance. Firms reported that they expect challenges with 
technology — such as implementing technical security — as well as 
processes and governance. However, our survey shows that these 
organizations may not be realizing the finer points, and details around 
the compliance requirements. We found that: 

 › Half of companies find multiple GDPR requirements very 
challenging or challenging. Across the four pillars of GDPR 
requirements — breach response, compliance program management, 
data governance, and risk management — there’s a level of agreement 
that most of these requirements will be challenging (see Figure 6).

 › Fifty-one percent find GDPR gap analysis challenging. GDPR gap 
analysis, which includes data flow mapping, is the starting point of 
the GDPR compliance strategy for many organizations. This is the 
opportunity to discover, identify, and assess risks that will need to be 
mitigated in line with GDPR requirements. While this level of analysis 
should be the basis of any sound security and privacy strategy beyond 
GDPR, still more than half of firms find it challenging (see Figure 6).

 › Fifty-two percent of companies anticipate technical security 
challenges. Security is one of the GDPR principles and requirements, 
such as breach notification, that put security controls and technical 
security under the spotlight. But GDPR doesn’t provide a list of 
which controls are needed to comply, nor does it suggest any 
specific guidance on the definition of these security controls or their 
implementation. Rather, regulators focus on the effectiveness of a risk 
mitigation strategy that builds also on technical security (see Figure 6).

 › Execution of the compliance program is challenging. A GDPR compliance 
program relies on technology as much as on governance, processes, and 
people. While firms might find it easier to tackle these elements separately, 
executing the overall program is challenging (see Figure 6).

 › Data protection impact assessment (DPIA) is also challenging. 
Data processing activities that represent a high risk to the privacy 
of the individuals whose data is involved will require specific risk 
assessment in the form of DPIA. While some guidance is available 
from regulators, and some of them, such as the UK data protection 
authority ICO (information commissioner’s office), have promoted the 
use of similar assessment tools for a number of years, firms find it 
challenging to define the initiatives that fall within the scope of DPIA 
and the best framework for performing the assessment (see Figure 6).
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Figure 6: Challenges With GDPR Compliance Requirements

Base: 331 managers with authority over GDPR and compliance needs in global organizations
Note: Percentages may not total 100 because of rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017

“How challenging are each of the following breach response requirements as your organization works towards 
GDPR compliance?”

Very challenging Challenging Somewhat
challenging

Slightly
challenging

Not at all
challenging

Breach response

Security operations/system monitoring 22% 29% 28% 17% 4%

14% 6%

8%

5%

17% 6%

Incident response  20% 32% 27%

Incident response testing 18% 29% 29%

Technical security  17% 35% 28%

Data breach noti�cation 16% 31% 29%

Compliance program management

Execute the compliance program 22% 31% 25%

Establishing your compliance strategy 20% 31% 27%

Third-party management 19% 30% 27%

Write/set policies 18% 32% 28%

Documenting risk mitigation strategies 18% 29% 32%

Record keeping of data processing activities 17% 29% 29%

Data governance

Data protection 21% 30% 26%

Data deletion and portability 21% 28% 26%

Internal access to personal data 20% 31% 25%

Data processing 19% 32% 28%

Data collection 19% 32% 22%

Third-party data sharing 19% 31% 27%

Data subject access and inquiry 17% 31% 26%

Risk management

Data protection impact assessment (DPIA) 19% 35% 25%

Privacy by default 19% 33% 25%

Privacy by design 19% 33% 25%

GDPR gap analysis 19% 32% 27%

17% 5%

17% 5%

17% 7%

16% 6%

16% 6%

18% 7%

16% 6%

18% 7%

17% 7%

16% 4%

19% 7%

18% 5%

18% 8%

17% 5%

16% 7%

18% 6%

16% 5%

16%

14%
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 › Data processing poses challenges. This is not surprising as the 
majority of firms work with third parties that process EU resident 
personal data for them (see Figure 7). So securing this data within 
these third-party providers adds additional complexity. However, most 
companies feel confident they have a strategy in place to identify which 
assets are processing personal information (see Figure 8).

A majority of firms 
use a third party to 
process European 
resident personal 
data.
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Figure 7

Base: 331 managers with authority over GDPR and compliance needs in global organizations 
Note: Percentages may not total 100 because of rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, 
October 2017

“Do you utilize third parties that process EU resident personal data on your 
behalf?”

Germany (N = 59) 75% 20% 5%

70% 25% 5%

United Kingdom (N = 66)

Italy (N = 52)

United States (N = 101)

France (N = 53)

67% 33%

55% 40% 6%

53% 42% 5%

Yes No Don’t know

Figure 8

Base: 331 managers with authority over GDPR and compliance needs in global organizations 
Note: Percentages may not total 100 because of rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017

“How confident are you that you have a strategy in place to identify which assets are processing personal 
information?”

Italy
(N = 52)

United
Kingdom
(N = 66)

United
States

(N = 101)

France
(N = 53)

Germany
(N = 59)

71%

19%

70%

24%

50%

43%

49%

43%

49%

47%

Very con�dent Fairly con�dent



Firms Must Adjust Their GDPR 
Strategies To Be Successful
Companies will find they must adjust GDPR strategies in order to 
overcome challenges. In addition, they need to understand that while 
there’s a clear deadline for GDPR compliance, the reality is they 
will continue to evaluate and implement policies, processes, and 
technologies far past the compliance deadline. How are firms planning 
to move forward on their GDPR journey? Our survey found:

 › Companies are prioritizing specific GDPR requirements. When 
thinking about the compliance requirements of GPDR, 84% of firms 
are prioritizing GDPR gap analysis, which is expected, as this is the 
starting point of compliance strategy. In addition, breach response 
prevails as an area of prioritization. As companies prioritize building 
risk mitigation strategies, they are focusing heavily on technical 
controls (see Figure 9).

Figure 9

Base: 331 managers with authority over GDPR and compliance needs in global organizations  
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017

“Considering the following compliance requirements of the GDPR, how is 
your organization prioritizing each?”

Data protection 45% 42%

44% 40%

Data processing 

Technical security 

GDPR gap analysis 

Privacy by default

Privacy by design 

Security operations/system monitoring 

Critical priority High priority

43% 48%

42% 44%

41% 44%

40% 49%

40% 48%

Data deletion and portability 

Data breach noti�cation

Data protection impact assessment (DPIA) 

40% 44%

40% 43%

39% 47%
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 › Companies are making technology investments. In this early 
phase of GDPR compliance, the focus has been on breach response 
and technical security. In the future, there will be more investment 
into purpose-built tools to maintain compliance and more data 
governance tools. Nearly half (49%) of respondents are expanding or 
planning to implement purpose-built risk assessment and compliance 
management tools, and 52% are expanding or planning to implement 
identity access management tools (see Figure 10).

 › Firms seek more guidance from their technology partners. Today, 
59% of companies are partnering with security vendors on GDPR 
planning and execution. Technology providers, with business process 
automation and data governance platforms, are in use by 49% of 
companies. As firms move further on their GDPR compliance journey, 
they will need more guidance from all of their vendors partners so 
they can see the whole picture, rather than pushing for point solution.

Figure 10: Importance Of Technology And Adoption Plans

Base: 331 managers with authority over GDPR and compliance needs in global organizations  
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017

Technologies ranked in the top three for most 
important in driving and sustaining GDPR over time Adoption plans

Purpose-built risk assessment 
and compliance management 

for GDPR (N = 254)

19% 14% 18%

Security platforms such as 
SIEMs and system monitoring 

technologies (N = 241)

16% 16% 15%

Data loss prevention (N = 208)

14% 16%

12%

Identity and access 
management (N = 224)

14% 10%

15%

Incident management 
(forensics, orchestration and 

response, etc.) (N = 217)

9% 15%

13%

Third-party/vendor 
management systems (N = 171)

9% 10%

10%

Content management systems 
(N = 172)

7% 11%

10%

GRC platform (N = 150)

12% 8%

6%

1 2 3 Expanding or upgrading
implementation

Planning to implement
in the next 12 months

Purpose-built risk assessment 
and compliance management 

for GDPR 
31% 18%

Security platforms such as 
SIEMs and system monitoring 

technologies 
34% 19%

Data loss prevention 37% 21%

Identity and access 
management

36% 16%

Incident management 
(forensics, orchestration and 

response, etc.) 
37% 22%

Third-party/vendor 
management systems 31% 20%

Content management 
systems 

32% 19%

GRC platform 32% 22%
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 › GDPR compliance will drive additional business advantages. 
Compliance with GDPR requirements is mandatory, and those that 
don’t comply will face steep fines. However, there are real business 
advantages, aside from compliance, that will be realized as a result 
of meeting GDPR goals. More than half of companies expect their 
compliance efforts will improve customer experience. Forty-seven 
percent anticipate improved data strategies, and 40% hope to see 
greater operational efficiency (see Figure 11).

Figure 11

Base: 331 managers with authority over GDPR and compliance needs in global 
organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of 
RSA, October 2017

“Beyond compliance benefits, what do you see as the business 
advantages of becoming GDPR-compliant?”

53% Improved customer experience

47% Improved data strategies

45% Better privacy policy management

42% Ef�cient practices for data governance and privacy

40% Greater operational ef�ciency

37% Better KPIs and metrics for data security and privacy

36% Enhanced design of analytics projects

35% Address growing customer expectations for privacy

Fifty-three 
percent anticipate 
improved customer 
experience as a 
result of GDPR 
compliance.
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Key Recommendations
Our survey results show that when it comes to GDPR compliance, firms find 
challenges across technology, processes, and governance. Our findings 
also highlight that firms are tackling single requirements of GDPR separately, 
and they struggle to reconcile and execute their initiatives in a more 
comprehensive compliance framework.

Forrester’s in-depth survey of IT, security, and privacy professionals about 
GDPR compliance yielded several important recommendations:

Assess your risks holistically to develop sound mitigation strategies. 
Recognize and assess privacy risks, such those stemming from data 
breaches, and prepare to mitigate other types of risk, such as those stemming 
from failure to comply with data subject rights. Look at risks of privacy and 
GDPR violation in a holistic manner, including financial and reputation risks, 
customer churn, and lost profits.

Focus on processes, not technologies, for sustained GDPR compliance. 
An approach that focuses on technology as the preferred compliance strategy 
is incomplete and only delivers partial compliance. Keep in mind that even the 
shiniest new tool will fail without the appropriate deployment and underlying 
processes. For sustained compliance, focus on updating processes to be both 
robust and flexible and anchored to the necessary technology. Require that 
vendor partners help deploy these controls in line with GDPR requirements and 
in the way that more effectively supports your risk mitigation strategies.

Integrate as much as you can to avoid proliferation. A single GDPR end-
to-end compliance solution doesn’t exist. Instead, you will find the need to 
collaborate with a number of partners that will provide support in different 
areas of GDPR. This means that tools meant to support GDPR compliance 
will proliferate. In the best scenario, these tools will be complementary with 
what’s already in house. Adopt solutions that can integrate with what’s already 
in use for efficiency reasons, but also, and more importantly, to deliver a 
continuous mitigation of risks. 

Choose a partner that helps you connect GDPR dots. Today, companies 
are mainly choosing point solutions for their GDPR needs. Shortcomings 
from this approach are twofold: First, there’s a risk of missing the big picture, 
where mitigation strategies don’t build one on top of the other, but leave 
unaddressed holes and are prone to inefficiency. Second, it may be a struggle 
to sustain GDPR compliance over time, because there’s no overarching 
framework. Seek providers that can help anchor your compliance initiatives to 
an overarching framework and establish long-lasting risk mitigation strategies 
that build on technology, processes, governance, and people.

Be prepared for ongoing regulatory audits. You must prepare to respond to 
potential audits on an ongoing basis and without notice. Even companies that 
do a good job at complying with the rules might still be asked to demonstrate 
how they are meeting and plan to continue to meet these requirements.
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Appendix A: Methodology 
In this study, Forrester conducted an online survey of 331 organizations in the US, the UK, France, Germany, 
and Italy to evaluate progress and challenges with GDPR compliance requirements. Survey participants 
included decision makers in IT, security, and privacy as well as line-of-business roles including marketing, 
customer experience, and human resources. The study began in September 2017 and was completed in 
October 2017.

Appendix B: Demographics/Data

Base: 331 managers with authority over GDPR and compliance needs in global organizations
Note: Percentages may not total 100 because of rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of RSA, October 2017  

31% 
US (N = 101)

Country

Job level

C-level
executive

13%

Vice
president

29%

Director

37%

Manager

22%

10%

3%

3%

3%

3%

3%

4%

5%

8%

9%

11%

12%

12%

16%

Other 

Chemicals and metals

Transportation and logistics

Advertising or marketing

Construction

Telecommunications services

Business or consumer services

Electronics

Travel and hospitality

Manufacturing and materials

Consumer product manufacturing

Retail

Financial services and insurance

IT

Industries

69% 
FR (N = 53)
IT (N = 52) 
DE (N = 59)
UK (N = 66)

Annual revenue
8%
$100M to $199M

7%
$200M to $299M

5%
$300M to $399M

12%
$400M to $499M

31%
$500M to $999M

21%
$1B to $5M

16%
>$5B
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Appendix C: Supplemental Material 
RELATED FORRESTER RESEARCH

“Identify Companywide Roles And Responsibilities To Support Your GDPR Compliance Efforts,” Forrester 
Research, Inc., June 20, 2017. 

“The Five Milestones To GDPR Success,” Forrester Research, Inc., April 25, 2017.

“Assess Your Data Privacy Practices With The Forrester Privacy And GDPR Maturity Model,” Forrester 
Research, Inc., April 21, 2017.
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