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INTRODUCTION
According to Kaspersky Lab, South Africa has experienced a 22% increase in malware attacks for 

the first quarter of 2019. This works out to 13 842 attempted cyberattacks in South Africa per 
day. Kaspersky Lab breaks this number down further…

There are approximately 577 attempted cyberattacks per hour!

This same report indicated that South Africa actually has the third-highest number of cybercrime victims 
worldwide. In fact,  SA Banking Risk Information Centre (SABRIC) has estimated that South Africans lose 
more than R2.2bn to internet fraud and phishing attacks annually. 

In fact, let’s look back to 2017, where Liberty Holdings lost approximately 40 terabytes of data due to a 
breach. In fact, their share price dropped by 4.7% just two days after the attack. This cost them a whopping 
R1.68 billion of the company’s R34 billion market value.

This phenomenon is not unique to South Africa, in more regulated markets such as the USA and EU the 
consequences are more dire. Over a 3 year period breached companies on the NASDAQ underperform the 
market by 15%, highlighting the long term consequences of cyberattacks on shareholder value. 

Now let’s turn our eyes to South Africa’s most recent ransomware attack…

On July 25th 2019, the residents of Johannesburg were left with no way of purchasing electricity, leaving 
the major city in a blackout, thanks to a ransomware virus that encrypted all of “City Power’s” databases, 
applications and networks.

It’s still unclear as to what this cost the city of Johannesburg, but it’s estimated that the clean up of these 
systems, depending on the prognosis of the attack, can take weeks. 

According to the 2018 CEO Survey run by Gartner, respondents were quick to highlight that cyber risks are 
in fact considered as one of the primary inhibitors to progressing with digital business initiatives. 

“Cybersecurity is becoming the most important security topic of the future – particularly in the age of 
digitalisation.”  Ludmila Morozova-Buss - Communications Vice President at Global Institute for IT 
Management.

Furthermore, it’s predicted that by 2020 at least one major safety incident will be caused by an IT security 
failure, leading to significant injury.

It is, therefore, no surprise that in this era of digital transformation,  security leaders across the globe are 
faced with challenges that supersede anything that’s ever been faced before.

https://www.fin24.com/Companies/ICT/major-spike-in-sa-cyber-attacks-over-10-000-attempts-a-day-security-company-20190429  
https://www.gartner.com/smarterwithgartner/ceos-look-for-serious-growth-in-gartner-2018-ceo-survey
https://www.thedigitaltransformationpeople.com/authors/ludmila-morozova-buss/
https://www.thedigitaltransformationpeople.com/authors/ludmila-morozova-buss/
https://www.esecurityplanet.com/network-security/11-top-security-technologies-for-2017.html
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Digital transformation has immense business benefits from increased competitiveness, a 
great drive for efficiency and a major boost in innovation across industries.

All businesses are headed towards a digital future. 

The digital business era poses complex challenges for cybersecurity and the 
professionals leading the charge in this industry.

CYBERSECURITY 
REDEFINED FOR 
THE DIGITAL ERA
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This digital future can not come to fruition without cybersecurity. That much is a fact.

Your role needs to enable your business towards digital transformation, to reduce the onslaught of 
data breaches that are experienced by so many companies across the globe, not to mention the 
constant struggle with audit and regulatory compliance.

Business and security are no longer two separately run initiatives.

Today, it requires the governance, planning, management and operations of a technological 
environment that’s directly linked to business initiatives and outcomes.

So what then does this mean for today’s security professionals?

Security professionals today, need to adopt new ways of thinking about cybersecurity along with 
technological and organisational priorities. You need to be a business enabler who can effectively 
communicate the value of security initiatives. 

The role of security and, therefore, cyber risk is no longer just an IT concern...

It’s a business problem.

Your role is to ensure that your IT department has the competency to guide your business through 
areas of risk safely. It needs to generate innovative ideas on how to protect your business in a way that 
creates a sustainable competitive advantage.

In saying this, it’s important to realise that the role of C-level security professionals has changed to 
meet the growing needs of a vastly changing technological landscape.

Security professionals today, work with more stakeholders than they traditionally have before, to prove 
value but also provide strategic direction. It is, therefore, essential to build a diverse team to tackle 
areas of security concern with competency and innovation.

To be effective in your role you need to:

• Develop detailed security action plans with timelines, solutions and budgets. 
• Ensure that your security strategy is in alignment with the business goals and objectives. 
• Play both a preventative and reactive role. An attack is almost inevitable.
• Test new technology and tools to support your cybersecurity strategy.

A strategic roadmap will enable business continuity, and of course, improve your cyber resilience.

We, therefore, need to redefine what cybersecurity means in order to effectively address modern-day 
risks and threats that digital transformation poses.

Gartner suggests this: 

A definition that can be settled and agreed upon has the ability to provide a solid cybersecurity strategy 
and culture to your organisation.

Cybersecurity is the domain providing trust, 
protection and safety to all the cyber assets 
of an organisation...Providing cybersecurity 
means providing the ability to trust cyber 
assets for use in any organisation...these 
assets are protected with skills, processes and 
technologies that provide safety and resilience 
for the people and environments using those 
assets. (Gartner, 2014)
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LET’S HONE 
IN ON THOSE 
LEADERSHIP 
SKILLS

The question is then:

What are those skills and how can you hone them to master cybersecurity for your busi-
ness?

Research conducted by gartner suggests refining and developing the following skills: 

Business knowledge. You need to be able to make solid security decisions that are directly linked to 
the well-being of your business. 

Relationship management. The success of a contemporary security professional is largely based on 
his or her ability to establish and nurture effective relationships within and external to the enterprise. 

Communication skills. You need to be able to master effective communication. This will help you to 
successfully integrate your security strategy with the business.  

Strategic planning. You need to hone your strategic planning capabilities. These will go a long way in 
developing an effective strategy that has great benefits for your company. 

Leadership. It’s important to realise that you’re what sets the tone for not only your security team but 
your entire business. You need to embody the vision for your security program and provide the motiva-
tion for your team to execute it well. 

.

Risk management. If you lack expertise in this area, this is something you really need to hone in on. 
You need to be able to integrate your risk assessments with other enterprise risk management activi-
ties. You need to be well-versed in the latest tools, technologies and methodologies to assist you in 
this.  

Process management. This refers to the ability to apply continuous improvement methodologies into 
your security management process. They need to enhance your processes and provide efficient, sus-
tainability. They need to be scalable and of course, be audit-ready. 

It’s important to note, that your role as a security professional has evolved over the years and that 
you, as someone leading the safety and security of your company from the front need to bear in mind.

The role of digital transformation has meant that the skills development of the 
modern-day security professionals have needed to evolve in order to meet these 
changes in demands. 

Success is making those who believed in you 
look brilliant. (Dharmesh Shah, CTO & Co-
founder, HubSpot)
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LET’S TALK ABOUT 
WHAT YOU NEED TO 
MOTIVATE FOR 
BUDGET

Motivating for cybersecurity budget is a concern among many security 
professionals the world over. 

Not only that, often the budget that is then approved is much lower than you perhaps expected 
and therefore the strategy you had hoped to execute needs a bit of refinement in order to 
achieve your business more pressing security concerns. 

So what then? 

Well let’s take a look at how you can effectively develop the appropriate skills to manage and develop your 
budget accordingly: 

IT budgets have seen significant growth. In fact, according to Gartner worldwide spending on IT security 
has seen an 8.7% increase.  

The challenge now lies in the ability to motivate effectively for larger budgets especially within our South 
African context. 

So let’s get into it:

You will be leading the charge in requesting and motivating for bigger budgets, which absolutely requires 
you to know exactly what your business goals and objectives are. This will ensure that you’re aligning your 
security strategy effectively. 

It’s advised that you set aside time to meet with your line-of-business executives quite frequently. This will 
allow you the unique position of understanding their departmental objectives and how you’re able to align 
your strategy to those objectives.

Here are a few tactics you could look at using in order to aid your budget creation efforts: 

Look for the low hanging fruit. Perhaps updating a system would work better than motivating for an 
entirely new product?

You need to make sure you have a contingency budget. As you’re aware, there are a host of unexpected 
expenses that could arise in the case of cybersecurity. A contingency plan is considered best practise and 
is highly advised. 

Allow room for concessions within your budget. This will allow room for you negotiate should the need 
arise a little later down the line. 

This should set a good framework for budget motivation and development. You will want to review your 
budget every 3-6 months in order to make adjustments effectively and to ensure the right problems are 
being addressed.

Let’s take a look at the core solutions you should consider as a part of your cybersecurity strategy and how 
they will help maintain its competitive advantage.

https://www.ariacybersecurity.com/cyber-security-spending-2019-blog/
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3 CRITCAL 
CYBERSECURITY 
TECH SOLUTIONS 
YOU MUST HAVE

Your role as a security professional is constantly changing as you’re trying to 
keep up with the rapid pace of digital transformation and what that means for 
your business.

What may help this process is understanding what solutions can aid your cybersecurity 
strategy and ensure you’re always one step ahead of the game. 

Take a look at Microsoft’s CTO, Michael Wignall, he believes that getting the basics 
right is an essential first step to a great cybersecurity strategy. This means ensuring 

you’re using the latest technology and keeping all your security systems patched and up-to-date.

He also says this:

These two elements are what he believes will set your organisation up for a great cybersecurity strat-
egy. 

You are going to face a cyberattack at one point or another, but your role is to ensure your business 
can block those attacks well. 

We’re talking about preventative measures…

Your security strategy needs to be multi-layered (defense in depth). It needs to defend against com-
mon, but also highly complex cyberattacks. You will need to ensure that the solutions you deploy allow 
for early threat detection as well as having a plan of action in place to effectively manage an attack. 

Let’s take a deeper look into what solutions will help set a great foundation for your security strategy:

We’ve already made mention of the complexities that arise from our increasingly digital world, it is 
therefore important that your IAM system is strong enough to manage these complexities. 

Protecting the user credential is the next vital 
step. Going beyond just using a password, and 
using multi-factor authentication for secure 
log-ins, or using some more advanced AI 
type of machine learning capability. (Michael 
Wignall, CTO, Microsoft)

https://www.information-age.com/cyber-security-best-practice-tips-123474955/
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As the world goes more digital there will be the proliferation of not only user identities and credentials, 
but device identities due to the increase in IoT devices.

It’s, therefore,  important to ensure that these users and devices have the right level of access required 
to perform their job and additionally conform to the standard of “least privilege”, which is ensuring they 
do not have more access than they need.

IAM involves ensuring that users and devices have access to the resources that they need at the right 
time that they need it, making sure that it’s removed when it’s no longer needed.

In addition to the complexities of managing these multitudes of user identities, they usually come 
with multiple passwords or other authentication credentials. Despite the global drive for passwordless 
authentication, it still remains today’s problem. 

Your IAM system needs to include things like password-management tools, provisioning software, 
security-policy enforcement applications, reporting and monitoring apps and identity repositories, 
which are endless really. 

A great IAM system will form the very foundation of a secure network for your business. 

Identity and Access Management in itself is a concept that includes other domains. So let’s take a 
look at some of the “best in the biz” tech you may want to consider as a part of your security strategy 
across these domains:

IDENTITY GOVERNANCE AND ADMINISTRATION
The identity governance and administration domain of IAM allows you to manage who has access to 
your systems, but it also determines whether they should still have access to them.
 
This process includes access reviews and segregations of duties. The latter is the favourite, as most 
internal and external auditors look for this when assessing your IAM systems.

Identity governance and administration reviews access, ensures only the right people have access 
to your systems, and  manages the “Joiner-Mover-Leaver” process, which looks something like this:

It ensures that when new employees or devices come into your environment they get access as 
efficiently as possible - “Joiner”. 

It also ensures that employees and their devices have the correct access as they move across the 
business, but conveniently avoids the accumulation of access rights - “Mover”.

Lastly, it ensures that when employees leave the organisation their digital identities are effectively 
retired or decommissioned - “Leaver”. 

Managing this process through Identity Governance and Administration ensures that your employees 
and devices digital identities are not hijacked and used for malice. Even if they were hijacked they will 
not contain excessive privileges that can cause harm to your business.

ACCESS MANAGEMENT

Once you know who your users are and what access they have or shouldn’t have, the next step is 
leveraging that data and managing how users access your applications and systems. 

Access management is widely known for its ability to manage how users access applications through 
single-sign-on (SSO).
 
Single sign-on has the ability to increase productivity, alter bad password habits and has the ability to 
increase the adoption of apps and systems used across the company.

Access Management not only offers single sign-on but also allows session management authorisation 
enforcement and user authentication.
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Authentication Services 

Authentication services are extremely important in IAM because user authentication offers confidence 
in the users identity. Authentication allows us to confirm or corroborate that the user is who they claim 
to be. 

Having confidence in a users claim of whom they are is integral to the other IAM functions such as 
Single-sign-on and authorisation.

Authentication services allow you to extend access to your digital services to your workforce, partners 
and customers.

While the password has served us well as an authentication mechanism, it is no longer sufficient to 
rely on just the password for user authentication. 

In fact, according to the Verizon Data Breach Investigation Report, 81% of confirmed data breaches 
involve weak, default, or stolen passwords.

There are three types of methods or factors that can be used to authenticate users and devices:

1. Something you know. That is something that only the user knows, such as a password, PIN or 
passphrase. 

2. Something you have. This could be a smart card, a hardware token and more commonly these 
days a software token on a users mobile device. 

3. Something you are. These refer to biometric traits such as fingerprints and facial patterns.

As mentioned, passwords alone (something you know) are no longer a sufficient authentication 
method, especially when securing important information such as payments, payroll or transacting 
systems.

This is why you should be looking at solutions that combine at least two of the above factors when 
authenticating users.

This is multi-factor authentication (MFA).

MFA is a popular security solution amongst so many businesses. It offers to reduce risks of data 
breaches through its multi-layered security system.

Two-factor authentication is widely used - it sends a one-time code to a secondary device in order to 
successfully log in to a system. This combines using a password with a second factor, something you 
have to receive, the one-time code. 

For example, the use of Multi-Factor Authentication actually enables your businesses to adopt more 
progressive login techniques such as single sign-on (SSO).

Thanks to advances in data analytics technology, most authentication solutions now offer additional 
capabilities which aim to improve the efficacy of the above methods. 

Enter contextual authentication...

This takes place by analysing the user’s past authentication behaviour and uses that data to determine 
the level of authentication required.

For example: when you try and login to your google account from a different laptop or a different 
country, you may be asked to enter a one-time pin as the authentication solution would have detected 
a change in how you usually access your emails.

This is extremely popular with online banking websites aiming to protect their customers from foreign 
phishing attacks. 

Privileged Access Management (PAM)

An area that is often overlooked but is of extreme importance is the management of accounts with 
administrative access rights or privileged accounts. These are usually the identities that carry the 

https://solutionsreview.com/identity-management/2019-future-of-password-security-mfa/
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highest risk level as they carry superior access privileges on your system. 

There are various risks associated with privileged accounts as you have different types of privileged 
accounts. 
If privileged accounts are most at risk of attack, it is, therefore, important to reinforce access controls 
in this area. It’s a great start to defending your data and security. 

The PAM password vaults provide an added layer of command over administrators as well as 
comprehensive audit trails on privileged access. 

 

QUICK WINS
Implement Privileged Access Management as it can be implemented quickly and has the ability to 
greatly reduce your level of risk. 

Implement Access Governance. It facilitates digital identity data clean up and lays the foundation for 
the rest of the IAM use cases.

This solution is widely considered as the most 
extensive and esteemed information security 
management system framework.

What is vulnerability?

It refers to a flaw in a connected system or network that can leave it open to attack. It also refers to a 
weakness in a computer system or anything that leaves your information security exposed to potential 
cyber threats. 

Vulnerability management is the process that helps identify, assess and resolve any security 
weaknesses you may have within your organisation.

Whilst your role is to actively build strong technical infrastructures your role should also include 
actively looking for any vulnerabilities your organisation may have.

This means that you need to understand what a weakness may mean from a security perspective but 
also what implications this could have for your business. It,  therefore, suggests that a remedial action 
plan is in place when a security situation arises. 

Your remedial action plan should take into consideration any changes to firewalls, to your security 
infrastructure all the way up to any changes in process. Your plan should also consider running 
company-wide security campaigns. 

Vulnerability management is all about making sure all your bases are covered and understanding 
exactly what procedures to follow should your network come under attack. It will be up to you to 
develop an effective process for what vulnerability management will look like for your business.

The vulnerability management process is supported by the three broad actions which are: 

1. Assessment - identifying vulnerability through scans
2. Prioritisation - prioritisation of risks based on scan results 
3. Compensation - remediating scan results

There are three main categories for vulnerability management technologies that can help you through 
this process:
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VULNERABILITY ASSESSMENT
Vulnerability assessment tools allow you to assess your environments for any weaknesses at three 
levels. They allow you to conduct assessments across databases, networks and web applications. 

SECURITY CONFIGURATION MANAGEMENT AND POLICY 
COMPLIANCE
According to the Ponemon 2017 Cost of a Data Breach Study, it took US companies an average of 206 
days to detect a data breach, it takes approximately 205 days, close on 7-months to detect a breach.

It is, therefore, considered that one of the most important security measures you can take is to secure 
your configurations.

It’s important to understand that attackers are looking for default settings, settings that would make 
their attack swift and easy.

Enter Security Configuration Management (SCM)...

SCM is able to identify any misconfigurations that make your systems vulnerable but it also has the 
ability to identify “unusual” changes to your network or system.

Together with vulnerability assessment tools, SCM allows you to identify the various weak points in 
your environment.

IT SECURITY RISK MANAGEMENT (ITSRM)
This is an ongoing process of identifying risks and vulnerabilities, assessing your systems, processes 
and infrastructure and determining how you will respond to security risks.

It should make the risk management process a little easier to manage and of course, it needs to 
protect your most critical information assets against any cyber threats. IT Risk Management solutions 
will help you to quantify and prioritise the risks associated with the various scans and assessment. 

More important than identifying vulnerabilities in your systems is adequately understanding 
the risk that each identified vulnerability poses to your organisation and how best to prioritise the 
remediation. 

QUICK WINS
A vulnerability assessment can create a baseline for your environment and a database of known 
vulnerabilities. You need to scan for network, database and web application vulnerabilities.

We’ve mentioned it before, but perhaps it’s worth mentioning again. No matter your level of security 
infrastructure, every business is at risk of cyberattacks.

What you need to know is that the quality of your response really does matter.

You need a documented incident response plan.

I suppose this is quite similar to that of the fire drill...we’ve all participated in them, even when we 
thought they were a little silly.

Perhaps not so after all...you need to run through exactly how you will respond to a multitude of 
different scenarios. You should have a documented process for how an incident will be escalated and 
reported. 

https://www.itgovernanceusa.com/blog/how-long-does-it-take-to-detect-a-cyber-attack
https://www.itgovernanceusa.com/blog/how-long-does-it-take-to-detect-a-cyber-attack
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There are four main steps you need to follow in the case of an incident: 

1. Detection, 
2. Assessment,
3. Response and 
4. Learning. 

The measures you put in place for security incident response will determine how well you are able 
to protect your information assets and ensure business continuity in the case of a severe security 
incident. 

A business continuity plan is also developed in congruence with your incident response plan, and 
should contain detailed instructions on how your business will continue after a disruption or threat 
such as a data breach. 

A detailed business continuity strategy will provide your business with the best plan of action in the 
event of a disaster, but will also dictate how quickly your business is then able to recover. For this 
reason your incident response processes must be well syncronised with your business continuity 
plans.  

SECURITY INFORMATION AND EVENT MANAGEMENT (SIEM)
SIEM tools support threat detection and security incident response by aggregating real-time data from 
multiple different systems and networks, however wide they may be, it then presenting it in a way that 
makes sense to us humans.

This data can then be categorised and presented in a way that you’re able to research and identify 
potential breaches and attacks in much more depth than what we’ve ever been able to achieve before.

The greatest benefit of having a well-tuned SIEM solution is being able to respond to threats in real-
time instead of finding out months later that you were breached.

SECURITY ORCHESTRATION, AUTOMATION AND RESPONSE 
SOLUTIONS (SOAR)
SOAR is the evolution of the SIEM for highly mature environments with a Security Operations centre. 
A SOAR can help you take the inputs from various security event sources such as SIEMS and apply 
workflows aligned to your processes and procedures. 

The benefits of a SOAR include: 

1. Staff augmentation - It automates repeatable tasks and reduces the human resource burden on 
security operations.

2. Centralised threat intelligence - in complex environments with multiple and diverse sets of 
security controls.

3. Speed in threat detection.

4. Remediation and triage - in complex environments due to advancements in machine learning 
and artificial intelligence. 

QUICK WINS
Security information and event management (SIEM),  allows you to monitor and analyse security 
events in real-time from across your varying environments and systems and provides a quick start to 
organisations.

According to the Ponemon 2017 Cost of a Data 
Breach Study it took US companies an average of 
206 days to detect a data breach.
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THE ROLE LEGACY 
SYSTEMS PLAY IN 
CYBER RISK

Legacy systems are a challenge for all modern security professionals.

Why? 

Well...it’s in the name. Legacy doesn’t mean that they translate to anything truly 
meaningful in the age of modern technology that we find ourselves in. 

Legacy systems pose extremely complex challenges to security professionals across most industries. 

Let’s take a look at the NHS WannaCry attack in 2017:

“This attack astoundingly disrupted 48 hospitals, who actually had to turn patients away and even go 
as far as cancelling scheduled operations. 

WannaCry was a type of malware known as a ransomware worm. “It was capable of travelling from 
machine to machine directly, infecting new computers by automatically seeding itself across corporate 
networks.”

After an independent audit was conducted, it was noted that the attack was relatively “unsophisticated” 
and could have been avoided with some basic IT security measures in place.

What makes this particularly interesting is that before this attack took place, the NHS Digital carried 
out an “on-site cybersecurity assessment” where none of the centres passed the assessment.

Companies with strong, hardened networks, paired with policies, processes and people all proactively 
monitoring and responding to cyber threats that are aligned with your organisation’s stated 
cybersecurity goals, will be in great shape to avoid these kinds of cyber perils.

Legacy systems pose a threat to your business, here’s how: 

• It increases your exposure to cyber threats. 
• They are expensive to maintain.
• They can inhibit business growth.

Motivating for updated systems can be hard, but your role is to guide your business through these 
changes. You are responsible for paving the way for smarter systems that create a sustainable 
competitive advantage for your business.

https://www.titanhq.com/blog/legacy-systems-the-forgotten-cybersecurity-risk
https://www.theguardian.com/technology/2017/oct/27/nhs-could-have-avoided-wannacry-hack-basic-it-security-national-audit-office
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The pace at which businesses are doing this means that there are many areas of technologi-
cal and organisational risk.Enter the battle with regulation and compliance.

Let’s be clear though, regulation and compliance does not mean safe security, it means you 
might get to avoid the heavy penalties associated with non-compliance. 

Rather compliance regulations are “designed to provide legally binding guidelines between industries, 
governments, and organisations.” 

Generally speaking, if you implement these regulations without the appropriate processes, people and 
diligence in place, you leave your business wide open to potential breaches. 

The challenge with compliance is knowing how and when to implement them quickly without damag-
ing or slowing down existing systems. 

Don’t we know it?

Now, of course, this is entirely dependant on what industry you’re in. The more regulated your industry 
the tougher it is to ensure you’re meeting all regulatory requirements. 

One of the more recent and popular regulations is the European Union’s General Data Protection 
Regulation (GDPR). This regulation has already resulted in large fines payable, for example, British 
Airlines faces a record fine of £183m for a data breach of their security systems. 

Depending on the size, industry and geographic distribution of your organisation, you might find your-
self having to comply with multiple regulations, like South Africa’s Protection of Personal Information 
Act (POPI) and the EU’s General Data Protection Regulation (GDPR).

The question then is…

How do you know which regulations affect you and how do you monitor compliance with multiple 
regulations at once?

There are a host of security companies, like ourselves that provide support in ensuring that your secu-
rity systems are in complete compliance for what your industry requires.

Cyber Sentinel takes a customer-centric approach to providing security solutions. This enables us to 
tailor our solutions to your specific business needs. 

As a  security professional, you need to be at the forefront of security technology in a way that enables 
strategic decision-making and aligns with your business goals and objectives.

COMPLIANCE IS A 
CONSTANT 
BATTLEGROUND

Businesses all over the world are embracing new technologies in order to drive 
growth, operational efficiencies and maintain a competitive advantage.

Compliance regulations are designed to provide 
legally binding guidelines between industries, govern-
ments, and organisations.

https://www.beyondtrust.com/blog/entry/cybersecurity-regulatory-compliance-beyond-key-considerations-tips
https://www.bbc.com/news/business-48905907
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WHY A CULTURE OF 
CYBERSECURITY IS 
SO IMPORTANT 

Cybersecurity is complex by its very nature. This means that you will 
need to adopt or create proper governance structures to maximise 
security, ensure that the proper levels of accountability are in place 
and there is a strong alignment with business objectives. 

The way we see modern-day security professionals overcoming this is through centralised 
governance structures that allow for effective communication and implementation. 
Adequate security governance ensures that the operational needs are not compromised 
due to security concerns and also ensures you have ongoing success and support with your 
security program.

SECURITY AWARENESS TRAINING
From here it’s important to ensure your employees understand the very basics of cybersecurity. They 
are, after all, your biggest prevention asset. 

You could adopt onboarding training, ongoing cybersecurity training, ensure you have cybersecurity 
policies and guides detailing best practices along with ongoing communication around cybersecurity 
at your company. 

This dissemination of information will help keep cybersecurity at the top of mind for your employees. 

Security awareness and education should not be a once-off event. 

To drive organisation-wide behavioural change, security awareness should be managed and measured 
on an ongoing basis. The consistent high numbers of phishing attacks are a clear indicator that a lot 
of organisation users are still exhibiting lax behaviour.  In fact, according to Verizon’s Data Breach 
Investigations Report, 32% of data breaches in 2018 were phishing attacks.

You should consider investing in a continuous organisation-wide security awareness program that 
constantly updates and improves training tactics so as not to become predictable and boring.
 

KEY TAKEAWAYS 
Security professionals play a more prominent role than they ever did before. You’re asked to drive 
business strategy through the deployment of new technology and security infrastructures. 

Yet cybersecurity is as complex as ever, attacks of all kinds are on the rise, and the complexities of 
digital transformation require your constant attention, innovation and leadership.  

But with the right basic framework, you will set yourself on the road to achieving the gold standard of 
safety and a source of competitive advantage.

According to Cybersecurity Ventures, it’s predicted that 
cybercrime will cost the world a whopping $6 trillion 
annually by 2021

https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/
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