
CASE STUDY



AVANAN How This Manufacturer Cleaned Up Phishing                     2                 

How This 
Manufacturer 
Cleaned 
Up Phishing 
with Avanan 

Background
Chris Schneider† works as the Director of 
Information Technology for Blue Emerald Corp., 
a large manufacturer in the Southeast. His company 
has been struggling with a major credential 
harvesting campaign. His 200 users were inundated 
with scores of these attacks daily. They were being 
pointed to websites that look real, but were actually 
meant to steal passwords, take money and other 
information. And as the company’s  Director of 
Information Technology, he’s having a hard time 
keeping track of it all.

Blue Emerald had been using a Secure Email 
Gateway from Trend Micro to protect their Microsoft 
365 email environment. But it was becoming too 
cumbersome for him. Recently, some of his policy 
settings that enabled notifications about email 
forwarding of potentially sensitive information 
weren’t being triggered; scores of phishing emails 
were just sitting in each of his colleague’s inboxes; 
plus, a confusing user interface made it difficult for 
him to track down each mishap. 

Schenider was frustrated and at his wit’s end. 
He needed a solution that not only protected his 
users from the onslaught of credential harvesting 
attacks, but he needed to be able to get a full view 
of what was happening to his company so he could 
better secure it. 

Blue Emerald
Blue Emerald is a large manufacturer 
in the Southeast. 

Requirements
Blue Emerald has been inundated 
with phishing attacks that consistently 
get past its scanners. They’ve seen 
credential harvesting campaigns hit their 
employees, as well as scores of phishing 
emails just sitting in their inboxes. Blue 
Emerald needs an email security solution 
that stops phishing and credential 
harvesting campaigns. Additionally, the IT 
needed to get a clear understanding of 
the threat at hand and how their email is 
being protected. 

Cloud Suite
Microsoft 365

Previous Email Security Solution
Trend Micro
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“What Can I Do to Keep Phishing 
Emails from Getting In?”
Blue Emerald needed to stop the phishing attacks 
that were coming through to their user’s inboxes. 
Not only were these attacks not getting caught, 
too many employees were looking and clicking on 
them.

The company had already deployed a Secure Email 
Gateway from Trend Micro to protect its Microsoft 
365 environment. But it wasn’t doing enough.

Schneider was particularly frustrated by one attack 
that had passed through Trend Micro’s scanners. 
One user got a phishing email that claimed to be 
from Bank of America. It wasn’t. But because of the 
onslaught of phishing emails aimed at his user and 
the lack of clarity from Trend Micro, Schneider didn’t 
know about it until days later. Unfortunately, it wasn’t 
the first time that attack has reached inboxes. As an 
administrator, he only got an alert if that email was 
forwarded. Sometimes, that can take a couple of 
days. Sometimes it doesn’t happen at all. 

Blue Emerald employees were being bombarded 
by these sorts of attacks. One phishing attack 
sent a user to a fake SharePoint site; another was 
a Business Email Compromise attack, purporting 
to be from the finance department asking about 
an invoice.  It got so bad that one person had 100 
phishing emails in their inbox.

But because Trend Micro wasn’t blocking them, 
and his users weren’t being alerted to quarantined 
messages or to anything that might be potentially 
malicious, Schneider had to go through each email 
by hand and decide if it was phishing or not. “I just 
check Trend Micro and I go to the quarantine list 
and see what’s there,” he says. “A lot of it—95%—is 
stuff I don’t quarantine. I just delete it instead. I don’t 
know if that’s the best practice, but right now, given 
the options, it’s my best practice.”

He was left to wonder: “What can I do to keep 
phishing emails from getting in?”

“Not only were these 
attacks not getting 
caught, too many 

employees were looking 
and clicking on them.”
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Schneider was ready for a change. Though he had 
heard a little bit about Avanan, a call with a Sales 
Engineer helped seal the deal. The Sales Engineer 
walked Schneider through the answers to his 
questions

• We have things getting through Trend Micro and 
Microsoft. Can you stop those?

• Do you look at just inbound emails or can you see 
internal emails?

• Can you help craft policies so we can get the 
alerts we need?

Avanan was able to provide easy, straight-forward 
answers. 

Because Avanan sits in-line, behind email, it acts 
as an additional layer of security. Its patented AI is 
trained on the attacks that Microsoft misses. Plus, it 
actually is able to see what Trend Micro misses. So 
it can see these attacks, learn from them, and then 
stop them.

Unlike Trend Micro, Avanan installs as an API and 
protects each Microsoft 365 inbox individually. So 
not only can Schneider now protect against internal 
threats, but he can also monitor and guard against 
account takeovers and remediate accordingly.

Finally, Avanan has detailed reporting and policy 
options that can be configured in whatever way 
a company likes. Blue Emerald decided to set an 
admin alert whenever an email is quarantined or 
when there’s a suspicious phishing attempt, though 
they appreciate that they can change that if they 
decide to. 

“It’s been great just to go through it from a high 
level and be able to keep an eye on everything,” 
Schneider says.

“The Team Is Pretty Happy”

“It’s Made a Big Impact”

“This Thing Sells Itself” 

Going with Avanan has been the right call for Blue 
Emerald. Phishing has been cut down; the ease of 
use has been beneficial; and the policy tools means 
that Schneider knows exactly what’s going on. 
Even features that Schneider wasn’t looking for have 

worked out well. Avanan is able to see the entire 
suite from a 30,000 foot view, which is why it alerted 
him when there was an anomalous login from 
Canada. Upon inspection, he was able to determine 
it was one of his sales reps who happened to be 
abroad—nonetheless he felt a sense of relief that 
Avanan would alert him about it.

Additionally, because of the low cost of 
implementation, Blue Emerald was able to secure its 
SharePoint environment as well, which was 
a huge relief to Schendier given that he has seen 
spoofs of those pages before would fool his users.

“It’s just been really good,” he says. “The whole team 
is pretty happy.” 

Schneider and his team were being inundated with 
phishing attacks, many of them of the credential 
harvesting variety. He was having trouble keeping 
track of them all, and because there were so many 
in the inbox, he needed to individually approve
 or block each potential phishing email. Not only 
was that time he didn’t have, it was ineffective. 
It was already in the user’s inbox, available to be 
clicked on, available to infect the entire organization.

Now that he installed Avanan, Schneider is more 
freed up to focus on other IT needs. His users aren’t 
bombarded with phishing emails and are able 
to focus on their work. 

It’s only been a few months since Blue Emerald 
has made the switch from Secure Email Gateway 
protection to something more modern. And he’s 
very glad he did. 

“It’s made a big impact,” he says. 

†Company and individual names have been 
changed, but are available as a reference 
customer.
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Avanan is a cloud email security platform that pioneered and patented a new 
approach to prevent sophisticated attacks. It uses APIs to block phishing, malware, and 
data leakage in the line of communications traffic. This means Avanan catches threats 

missed by Microsoft while adding a transparent layer of security for the entire suite 
that also protects other collaboration tools like Slack. The solution has been recognized 
as the top-rated cloud email security solution by customers and can replace the need 

for multiple tools that surround email and file sharing.

See how Avanan can transform your security avanan.com/demo

http://avanan.com/demo

