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The Phishing 
Pandemic 
in Healthcare
How Phishing Became the Biggest 
Security Problem in Healthcare

Healthcare organizations have been under attack 
in 2020. In addition to the debilitating COVID-19 virus 
that overran hospitals and doctor’s offices, they 
have been under an onslaught by cyber-related 
attacks.

Ransomware has skyrocketed, so much so that 
the U.S. government issues official warnings about 
it. There have been large breaches at major 
hospitals and pharmaceutical companies. In 2020, a 
ransomware attack claimed its first fatality. (After a 
ransomware attack closed down a nearby hospital, 
a German woman seeking treatment had to go to a 
more distant one.)

These attacks have many vectors, but the top one, 
by far, is email. If email is not protected, breaches 
will happen. And in healthcare, that leads to the 
release of sensitive information.

The rise of email-related breaches in healthcare 
has been staggering. In 2012, according to data 
from the U.S. Department of Health and Human 
Services, just 4 percent of breaches involved email. 
In 2020, that number, according to an Avanan 
analysis of HHS data, reached 42 percent. 

Nor is it just email that’s plaguing healthcare. More 
and more organizations are using collaboration 
apps like Slack and Microsoft Teams.

Executive Summary

• Healthcare organizations have 
been hit hard with cybersecurity 
attacks, particularly by phishing and 
ransomware.

• Healthcare providers have 
traditionally underprepared their 
security, making stopping  targeted 
attacks even harder.

  
• Healthcare organizations also must 

ensure that sensitive and confidential 
information doesn’t leak out or get 
into the hands of eager hackers, 
looking to profit from valuable data.

  
• Ineffective and oftentimes nonexistent 

guidance from regulators also often 
have led them astray.

  
• Organizations need an all-

encompassing solution that keeps 
them compliant while actively 
preventing phishing and data 
leakage.
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While those apps have been beneficial, especially 
as work has become remote, they are also 
potentially huge sieves of ePHI and potential HIPAA 
violations.

It’s been the toughest of years for healthcare 
organizations. And even though the COVID-19 
pandemic will eventually get under control, the 
phishing pandemic will not if no action is taken.

Making matters worse is HHS’s unhelpful and 
outdated email security guidance for how best 
to secure your organization from phishing or 
ransomware. Healthcare providers are largely on 
their own. They discuss email phishing training as 
if it is “security” Though beneficial, it’s important to 
note that phishing training is not a replacement 
for a comprehensive email security solution.

In this whitepaper, we will discuss the larger 
phishing problem plaguing healthcare--from 
email, ransomware, to DLP and ePHI issues in Slack 
and Teams, along with the need for encryption. 
Additionally, we’ll discuss how HHS has failed to 

Perhaps it’s no surprise that both COVID-19 and 
major phishing increases in healthcare hit at the 
same time. Hackers are particularly skilled at taking 
advantage of human and systems weaknesses. 
When the healthcare sector world-wide began 
struggling with the COVID-19 pandemic, hackers saw 
an opportunity to leverage years of increasing and 
earlier attacks on the healthcare sector.

In 2018, 83 per cent of healthcare groups reported 
increases in cyber attacks. Some two-thirds of 
global healthcare groups have experienced an 
attack in their firms’ lifetime, of which 53 percent 
occurred in the last year. That’s because of the 
value of patient information. Patient medical 
records can be sold on the black market for as 
much as 50 times more than personal financial 
information.

describe how organizations should best protect 
themselves while staying HIPAA compliant. 
Also,  we’ll discuss the best ways to protect your 
healthcare organization. 

The Phishing Pandemic
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That bonanza has continued through 2020. 
According to the 2020 Verizon Data Breach 
Investigations Report, the healthcare industry 
experienced more breaches of any sector, 
increasing by a whopping 71.38 percent . By far, the 
top vector for healthcare breaches is web apps, 
such as cloud email.

A Distributed Denial of Service (DDoS) attack hit 
the U.S. Health and Human Services in March, 2020 
while the World Health Organization has reported 
five-times more than the usual amount of attacks it 
sees in a month. That’s on top of hackers spoofing 
organizations such as the WHO, or the registration 
of phony COVID-related domain names. Google 
detected 18 million daily phishing and malware 
messages related to the pandemic. They don’t 
simply fall to the spam folder; their impact is major. 
For example, a French pharmaceutical company 
paid $7.25 million to a company purporting to sell 
masks and sanitizers.

As in so many industries, email is the top and ever-
increasing threat facing healthcare companies. 
According to the Council of Foreign Relations, citing 
records from the HHS Office for Civil Rights, the last 
11 years have seen more than 2,500 breaches. The 
result? The exposure of more than 175 million patient 
records.

By law, the Department of Health and Human 
Services is required to inform the public of breaches 
involving 500 or more patients. In 2012, HHS reported 

that just 4 percent of breaches involved email. 
That was the lowest of any vector. In 2018, that 
number was 29 percent, the largest vector. 

And of the 676 breaches currently under investigation 
by the department, an Avanan analysis found that 
284, or 42 percent, involve email. 

And in the latter half of 2020, the volume of 
sophisticated attacks increased even more. One 
report found that 72 percent of organizations 
experienced downtime due to email-based cyber-
attacks. For example, the graph below shows how a 
major California hospital in October experienced a 
700 percent increase in the number of malicious files 
that bypass Microsoft 365. (In this case, the hospital 
is using Avanan to protect their Microsoft 365 tenant 
and all attacks were blocked by Avanan before 
reaching the end-user’s inbox.)

Phishing will continue to increase in the healthcare 
sector because of the absence of large scale 
protections. Even when the COVID-19 pandemic is 
over, hackers, like they always do, will find a way to 
take advantage of fear and confusion. Without large 
scale changes, hackers will cash in on providers’ 
data and money. 

That’s one reason that ransomware has taken off.

“And of the 676 breaches 
currently under investigation 

by the department, an 
Avanan analysis found 
that 284, or 42 percent, 

involve email.“

“And of the 676 breaches 
currently under investigation 

by the department, an
Avanan analysis found
that 284, or 42 oercent,

involve email.”
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As COVID-19 hit, so too did ransomware. One hit at 
least 26 U.S. healthcare providers between January 
and May. Most notable was a malware attack on 
the University of California-San Francisco School 
of Medicine that cost a $1.14 million ransom.

Additionally, a Czech Republic hospital responsible 
for most of the country’s COVID-19 testing was 
held to ransom and had to shut its IT network. As 
the pandemic was first making waves in March, 
hackers shut down computers at the Champaign-
Urbana Public Health District in Illinois and collected 
a $300,000 ransom. That led to a cybersecurity 
advisory jointly released in October by the FBI, CISA 
and HHS detailing an increased threat of Ryuk 
ransomware targeted at healthcare organizations. 

That advisory has followed real-world cases of 
ransomware hitting healthcare systems. 

The AP reported in October that at least five 
hospitals in one week were affected, including three 
in St. Lawrence County, New York.

Beyond the risk of stolen patient data, ransomware 
and other cyber attacks on hospitals also 
dramatically reduce the quality of patient care. In 
September, an attack hit Universal Health Services, 
which has more than 250 hospitals and facilities 
around the country, causing longer ER wait times 
and forcing all records to be transferred to paper. 
As a result, employees and patients suffered 
confusion and mass anxiety. 

It’s not only major hospitals. In fact, 70 percent of 
ransomware attacks targeted facilities with fewer 
than 500 employees. That’s compounded by the 
fact that 80 percent of such practices don’t employ 
an on-site security official. Last year, a private 
practice in Michigan shut down after a ransomware 
attack, its first known closure. 

Ransomware attacks don’t just paralyze computer 
systems. They paralyze patient care. In 2018, a 
ransomware attack on an Ohio hospital forced 
emergency room patients to be diverted to another 
facility. Also that year, an attack on a Missouri 
hospital forced it to divert trauma and stroke 

patients and to shut down its electronic health 
records system. In general, 36 percent of institutions 
attacked were unable to provide patient care
 for at least five hours.

More alarmingly, one study found that data 
breaches not only reduce the quality of care, 
but actually increase the 30-day mortality rate, 
not just in the immediate aftershocks, but up 
to two years later.

It’s not just that healthcare organizations are under 
an onslaught of cyber attacks. They’re largely not 
prepared. Some 87 percent of organizations say 
they don’t have the proper personnel in place to 
defend against such attacks, an increase of more 
than 10 percent from 2017. Another study found that 
32 percent of hospital personnel haven’t received 
proper security training; 52 percent of businesses 
believe that they are at risk due to the lack of 
employee awareness.

Only 18 percent of healthcare organizations have 
dedicated 7 percent or more of their IT budget to 
security; 41 percent have dedicated less than 3 
percent.

While attacks on healthcare organizations are 
skyrocketing, they are failing to do enough to 
protect themselves. Some are so overwhelmed that 
EY is recommending an additional external Incident 
Response provider to ease the burden.

Yet, the burden is only increasing.

More and more organizations across all sectors 
are using Slack and Microsoft Teams for remote 
collaboration and communication. The NHS in 
England, for example, has used Microsoft Teams 
to send four million messages per week during the 
pandemic.

Major issues, however, afflict Slack and Teams.

Part 1: The Problem

The Preparation Problem

The Ransomware Problem

The Collaboration Problem
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And they had no idea. Within days of deployment, 
they saw a 30 percent improvement in the use of 
data encryption. They instituted a reward system 
for when users are properly encrypting data. And if 
employees attempt to send sensitive data outside 
the city, they are stopped and notified,  “Did you 
mean to send this medical file unencrypted?”
 
But, of course, not everyone has that solution. And 
Slack and Teams offer no default tools to make the 
solution HIPAA compliant. In fact, Slack says this in its 
documentation:

• You are responsible for using Slack APIs to 
implement tools and process for monitoring 
your members’ use of Slack. For example, 
customers need to use Slack’s Discovery APIs 
and set up an external Data Loss Prevention 
(DLP) provider to enforce message and file 
restrictions and exports.

How many files, then, are floating around, 
unencrypted, for anyone to see?

If you’re not protecting yourself against account 
compromise or takeover, then bad actors can even 
easier share medical data outside the organization. 

With Teams in particular, that’s becoming 
increasingly easy. As part of the larger Microsoft 
ecosystem, Teams is built specifically to make all 
of those tools easily accessible. It is built to have 
all of Microsoft’s tools used in your daily business 
activities.

This, once again, fosters collaboration and 
productivity. It’s also a gold mine for hackers.

Hackers, according to one study, are specifically 
using Microsoft 365’s eDiscovery tool to their 
advantage. Meant as a hub for searching across 
for organization, this study found that 56 percent of 
accounts demonstrated at least some suspicious 
behavior on eDiscovery. 

If hackers start in email, they can easily move to 
Teams, SharePoint and OneDrive. Or they can start in 
Teams and move to email. Because the ecosystem 
is so tightly woven, it’s fairly easy to infiltrate just one 
and get access to all the rest. Teams is the ultimate 
East-West vector. External actors can be invited, 

create a free, legitimate account and go hunting. 
Or they can compromise an account, not 
participate in chats but use Teams to scour the 
organization for goods.

In healthcare, the goods are plentiful.

Given the nature of the phishing problem in 
healthcare, you’d think that HHS would give very 
specific recommendations about how to prevent 
breaches.

And while we wouldn’t expect them to necessarily 
recommend a specific provider, it would be natural 
to expect that information on how to stop an attack 
would be available.

Sure, HHS has provided tons of information about 
what happens if there is a violation of HIPAA. But 
what don’t they tell you? How to prevent one in the 
first place.

No mention is made about how to prevent phishing 
in any of the agency’s myriad documentation about 
security. Some mention phishing training. But while 
valuable, phishing training isn’t a cure-all. One study 
found that phishing awareness programs wear off, 
and that training needs to happen every six months. 
Think about it: Phishing training done in January 
would’ve been helpless against COVID-related 
threats. 

Even worse? The guidance is woefully outdated. 
HHS’s general “Security 101” document was last 
revised in 2007. So much has changed since then. 
So much has changed in 2020, alone.

Here’s the thing. To comply with HIPAA means 
making sure Personal Health Information doesn’t get 
into the wrong hands. That’s important.

But it doesn’t tell you how to do that. And further, 
it doesn’t take into account the many ways that 
PHI can get into the wrong hands. And there’s no 
guidance on other apps beyond email.

Part 2: Searching for Direction
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Employees are harried. There are more tools than 
ever to share information. It is not unreasonable 
to expect that an employee will mistakenly share 
personal information. Nor is it unreasonable to 
expect that a bad actor will compromise an 
account and share personal information.

If you aren’t taking the time to actively seek solutions 
that prevent accidental and malicious leakage 
of PHI, if you aren’t taking active steps to secure 
your email, then not only will you likely be in breach 
of HIPAA, but you will make it even harder to care 
properly for your patients.

Your time should be focused on helping patients, 
not fixing cybersecurity messes. In order to do so, 
however, you need a partner that actively solves the 
problem.

It starts with phishing. To prevent phishing, Avanan 
has a unique, patented approach. Avanan sits 
behind email, meaning we can stop malicious 
attacks before they hit the end user. Avanan also 
utilizes machine learning algorithms, combined 
with role-based, contextual analysis of previous 
conversations to identify threats that Microsoft and 
others miss. On deployment day, instant analysis of 
one-years’ worth of email conversations builds a 
trusted reputation network. 

You also need a solution that protects this 
valuable cloud-based data. Avanan’s actionable 
intelligence automates security, compliance and 
risk management from a single pane of glass view. 
Using advanced data classification, document 
fingerprint and optical character recognition, 
Avanan can identify and protect against ePHI in files 
and email.

Further, flexible controls identify and protect 
Personal Identifying Information (PII) and encrypt the 
content. Automated MFA guarantees that only the 
intended user has access to sensitive information.

Unlike some cloud providers that only encrypt files 
outside email, with Avanan you can follow the 
file as it’s being shared. That allows for on-the-
fly encryption, preventing unauthorized access 

Part 3: Applying the Cure

regardless of how it’s been shared. Avanan goes 
beyond encryption, limiting permission like printing, 
copying and pasting or screen capture, while 
watermarking and file retraction provides audit trails 
after the document has left the organization. This 
is the same encryption that  San Francisco trusts 
to protect its users and itself regardless of how 
it’s been shared. Avanan goes beyond encryption, 
limiting permission like printing, copying and pasting 
or screen capture, while watermarking and file 
retraction provides audit trails after the document 
has left the organization. This is the same encryption 
that  San Francisco trusts to protect its users and 
itself.
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Because so many users have varying permissions 
in a healthcare setting, finding something that’s off 
can be difficult. Avanan’s real-time data capture 
builds a profile from each user’s event history to 
determine safe behavior. If a user deviates from 
this standard, potentially indicating danger, Avanan 
identifies the account as compromised and takes 
corrective action.
In addition, Avanan is able to enforce HIPAA rules 
in real time because it audits policy violations, 
compliance exceptions and remediation actions. 
And with more and more data extending beyond 
email, Avanan can protect collaboration platforms 
like SharePoint and OneDrive, scanning every file 
to both quarantine malware and actively control 
HIPAA-sensitive data. Avanan’s data security solution 
allows you to maintain HIPAA and other regulatory 
compliance and implement policies to prevent 
violations before data is leaked.

That also extends to Slack and Teams. Avanan’s 
bots in Slack and Teams controls access to data, 
quarantines malicious content and informs users 
of security events. Simultaneously, a detailed 
dashboard updates administrators on general 
usage. Additionally, healthcare specific tools detect 
leaks of PCI, HIPAA, FERPA, PII and other sensitive 
information. When necessary, Avanan adds a 
classified suffix to the end of confidential messages 
or files. 

In just one click, the Avanan solution ensures HIPAA 
compliance. It provides complete defense-in-
depth security for users and data within cloud 
applications such as email, messaging and file 
sharing. It extends an organization’s existing audit, 
policy and compliance enforcement architecture 
to the cloud. And Avanan’s comprehensive SaaS 
controls deploy instantly, automatically heightening 
operational intelligence. 

It’s possible to be compliant and safe. That’s what 
the Avanan solution does.

2020 has been one of the worst years in history for 
healthcare. And it’s been compounded by phishing. 
It wasn’t enough to inundate hospitals with patients; 
it was made worse by electronic systems being 
under threat.

The phishing problem is real and has the potential 
to cause major havoc throughout the entire 
industry. From ransomware to outages, to personal 
information getting into the wrong hands, the 
consequences are enormous. Even worse is the 
potential for delayed or reduced care.

The governing body for healthcare in the U.S. has 
not provided guidance on how to best stem the 
phishing problem. The guidance they do provide is 
outdated by over a decade and only talks about 
what to do after the fact.

Once a breach happens, though, it’s too late.

In order to secure your healthcare organization, 
from email to collaboration, to preventing valuable 
and sensitive data from leaving, you need an all-
encompassing solution. You need a solution that 
not only keeps you in compliance with HIPAA rules, 
but actually prevents phishing and leakage from 
happening in the first place.

You can keep your organization running, compliant 
and, most importantly, still treating patients when 
you employ an all-in-one solution like Avanan.

With so much going on in the healthcare sector, it’s 
refreshing to actually be able to take control of one 
problem.

With Avanan, the cybersecurity problem in 
healthcare can be solved. 

Part 4: Conclusion



AVANAN The Phishing Pandemic in Healthcare                                 8                 

Avanan is a cloud email security platform that pioneered and patented a new 
approach to prevent sophisticated attacks. It uses APIs to block phishing, malware, and 
data leakage in the line of communications traffic. This means Avanan catches threats 

missed by Microsoft while adding a transparent layer of security for the entire suite 
that also protects other collaboration tools like Slack. The solution has been recognized 
as the top-rated cloud email security solution by customers and can replace the need 

for multiple tools that surround email and file sharing.

See how Avanan can transform your security avanan.com/demo


